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JKfBJECTJ Revision of Department of the Army Memor andum 390-5-10 



TOt the Provost Marshal General 

•com UC 655, Th* Pentagon 
«ashi ogton 25# D. C. 
ItPnSSTICSt Provost Division 



1. Beferanee te made to the conference which represent at ire a of your 
office held with security officers of th* various technical services on 

• December 1949 to discuss the problen of revising nepartcert of the Army 
Memorandum 380-5-10. In accordance with th* request made at this con- 
ference the following suggestions are submitted for consideration* 

2. It is recocaended that the mecorandus be organised and written 
primarily as an authoritative guide to persons in industry, i.e., to car- 
eens who are neither familiar s 1th Department of the Amy terns nor have 
aecets to euppl *p»ent ary instructions, regulations, etc. In other words, 
this memorandum should be so ocmolet* in content and straightforward in 
wording that any plant executive or contracting officer who is not facdliar 
with the Intricate requirements of classified contract wor* can, by fol- 
lowing this one memoranduc:, be apprised of all of the responsibilities 

end procedures involved in achieving th* required security. Admittedly, 
this oakes the problem of revising the memorandum z more difficult one, 
hot a brief survey of the confusion thzt exists now concerning industrial 
security makes it obvious that anything lees will only ado to th* con- 
fusion rather than eliminate It, 

m, Ixn keeping with the above, it is suggested ih/*t the amount of 
collateral material to which a mere title reference is oade be Kept tc a 
■dmisiua, preferably to those regulations or ssecor&ada which are necessary 
for completeness but too lenr^hy for inclusion !r fcoto. It is reeocaended 
that the practice of making references by identif ing the source and quoting 
that portion of the material which applies be used liberally. This practice 
will make the regulatior i-ore corpl«te and will increase its value and 
usability. 

b. II Is further suggested that a glossary of technical terms 
be included in the regulation. There is • particular need for eleir and 
nwnmtte definition of the parties involved and a sharp delinentior of th* 
responsibilities of each. The present period of transition frosr three-service 
procurement to tingle-service procurement is a difficult one for both 
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Swbject : beviaien af Department of the Army ^cstorsndum 360-5-10 

•orrtractor cod procuring »g«ney. old end familiar tcrws, contacts, snd 
p r ocedu res are being replaced with new, It is essential therefore thst 
the terminology ef this reguletisn, which has • haste position ir. t*e 
•n e ed service* pro care sent precede ms, be clearly defined. 

J, In view of the feet that determination of gusstlorabl# erypto- 
Xa#lc clearances i* to rest with the Arsy-Fsvy-Air Force Personnel c*cu~ 
rlty Board, It ia strongly recommended that tha a ngy "ecurity Agency, 
whleh has rearponeibll Ity for cryptologic security witMn the Ararv, be 
omitted representation on this board when a cryptologic clearance is 
involved. The determination of tha degree of security sensitivity in- 
welved in the various peaces of a cryptologic contract ear be made orly 
hjr trained cryptologies expert*. It is realised that every other technical 
service eight wake a eiwilar plea for re p r esent ation, but the parallel 
does not exist. Bo other technical ssrvice h*« over ninety-five per cent 
of it a equipment and ectivitlea claeeifledj no other technical service ia 
without counterpart in ciril life} and, cost l*Tortant, no other technical 
sarviee depends eo eowpletely upon security measures for ite effect ircr*-**, 

4, la response to the reoctest for Ideas applicable to the general 
jaroblea of security clearances, it is suggested that an irtaroive s*udy 
be wade of the possibility of using psychological tests in conjunction 
with a lie detector he determine tbs loyalty and aental stability of a 
p er son . The present method of aw era ring stability and Judging loyalty 
ftolely by investigating the external appearancs* of a person’s pest is 
watsoond. Concerned es it la wit* the surface, this method ignores the 
pn wtew of wentsl development, ths trials and errors involved in aetorinr. 
This asthod shows only the mistake* « person wekss snd falls to detcr- 
sdLne whether s person lee ms anything froa his mistakes. Appearances seldom 
•how intent, end intent ia the pries ry element of loyalty. 

J. Inclosed are specific eo amen ta snd suggestion* on the revised 
draft ef tbs Department of the A ray ifcrecraniuv 360-5-10. 

FOB T°~ CBIOF, At’iT GirWITT ACL^-Ti 
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Comment* and Suggestion* on Specific Points in Brsft of Revised 
Department of the Array v^vorandum 3^0-5-10 



Paragraph 1 Include cryptologic clearance directive in references. 



Paragraph 2h Inclu de definition of cryptologic clearance substantially aa follows : 
"A cryptologic clearance ie a formal certification of a person 
authorising him to have access to -arterial associated with the 
sensitive phases of cosrunlestlon security, corn-uni cat ion intelli- 
gence, and related activities, " 

Paragraph 2L Include definition of suspension of cryptologic clearance substan- 
tially aa follows i "Any contractor, subcontractor, or employee 
performing wort; on cryptologic contracts who docs not meet the 
current requirements for clearance for cryptologic duties, will be 
Immediately rem o ved from duties involving access to cryptologic 
information. " 



Paragraph k Add as second sentence t "They are also intended to serve as a 
guide for contractors and subcontractors enraged in classified 
and/or cryptologic contracts." 

In last sentence omit "to cryptographic clearances nor." 



Paragraphs 6 
and 7 



Paragraph 8 



The question arises as to why the APAP Personnel Security Board 
specifies officers as members while the Industrial Employment re- 
view Board does not specify. Is it intended to^The fomer exclu- 
sively military and the latter a mixture of military and civilian 
p ers onne l? If such is the case, it is reeomrended that the desig- 
nation be altered to make the composition of both boards a mixture 
of military and civilian personnel. Both boards will be operating 
under broad authoritative powers and under compulsion for decision. 
Such conditions are conducive to arbitrary actions and require for 
balance the compensating factor of heterogeneous membership. 

There is a conflict between parapraeh 8 and paragraph 6b(l). Poes 
the *J?AP Personnel Security ~oard grant (paragraph 6b) or super- 
vise the granting of (paragraph 8) clearances 9 



Paragraph 

9a(l) 



Addi "including cryptologic" after the words "contract work or 
information." In the tame sentence, substitute the tem "letter 
of consent" for "written consent." 

Add as second sentence t "The letters of consent should specify 
whether the individual concerned can or cannot work on cryptologic 
contracts," 
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Add as second sentence: "Allens sre not permitted access to any 
qprctoloplc cortract work or Information . * Underlining or itali- 
cising of entire sentence is recommended. 



Paragraph 10a Add to each subraragrafh •'The mini (non limits for the invest i- 
and b gation of personnel to be assigred to cryptologic duties will be 

a Partial background Investigation conducted in accordance with 
Chapter 3, TK 30-21*." 



Paragraph lOd Add: "Cryptologic clearance will remain in force for such period 

of time as the individual Is employed ccntinuojsly on cryptologic 
contracts. Unemployment or periods of employment on non- 
cryptologic work of less than eighteen months duration may be 
waived in det*mi”l"g the need for new cryptologic clearance," 



Paragraph 12 Rill a security eo -nlzant officer be appointed? One should be. 



Paragraph 13c 



Paragraph lUb 



Add as subparsgrarb c and change present c to dj "In addition to 
the above standards, individuals cleared for cryptologic contracts 
»st be citizens of the United States, preferably by birth, who 
have no intimate connections with aliens In the United States, 
its territories or possessions, or in foreign countries, even 
though allied or friendly." 

Insert following as b and re letter subsequent paragraphs' accord- 
ingly! "b. In addition to the above, in the case of cryptologic 
contracts, interim eryptologic clearances will be issued only 
upon approval of the chief of the 'agency recuesting contractual 
services. *" 



Sample consent letter: Add at end of 2d paragraph! "This authori ation 

{does, doss not) include access to cryptologic contracts." 

Ravsraa side of Insert "erymtologic” in appropriate places, 
latter stating 
(venditions and 
requirements 

Xndey card Under "Scope of Investigation and Psrtirent Remarks" 

addi "Partial background Investigation for cryptologic 
duties. Rond ero gat ory, certified for cryptologic duties, 
15 October 1949, by Headquarters, First troy." 
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